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For the Appointment of
Digital Enterprise Architect

We are HEINEKEN

We build true human connections and break 
down barriers, because we believe great 
moments of shared experiences  are the best 
in life.

We are inspired by consumers to brew the 
best beers and extend that same passion to 
all of our brands, products  and activities.

We are proud of our family history  and 
Dutch heritage and derive from them our 
entrepreneurial spirit that  takes us to every 
corner of the world.

We are brand builders. The Heineken® brand 
defines and unites us while our many local, 
regional and global brands make our portfolio 
diverse and unique.

People are at the heart of our company. 
We see our strength in trust, diversity  and 
progress.

We stand by our values: passion for quality, 
enjoyment of life, respect for people and for 
the planet.

We always advocate responsible 
consumption. We are committed to our 
communities and strive to consistently 
improve the impact we make on the planet.

We work with our customers and  partners to 
grow together and seek to win with integrity 
and fairness.

And we are convinced that by staying true to 
these commitments, we create value for our 
shareholders.

We are HEINEKEN.
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Scope of the Job

Job Purpose

The Head of Information Security ensures cohesive strategic direction, policies, governance 
and controls to ensure the effective delivery of a high quality Information Security service for 
HEINEKEN UK (HUK). 

In support of the HUK D&T Manager, D&T Office, the Head of Information Security will be the UKs 
voice for all matters around information security, be the ‘orchestrator’ in the event of a security 
breach, and be the single point of contact for all levels of stakeholder engagement.   

The role holder is responsible for operational security for HUK, including cyber security and 
information management, ensuring that IT services and systems operate in compliance with to 
national, international and corporate standards, and that the HEINEKEN business is protected 
from IT risks. 

The role holder will ensure that security procedures are in place and risk reviews completed for 
all IT change projects and technology services within HUK in order to control and protect the 
information assets being used by the organisation. 

The role holder will provide effective leadership and delivery of:

• Operational IT Security in all systems and technology solutions

• Strategy and standards implementation for Information Security across all HUK hardware 
and software solutions and technologies

• The UK wide information security communication end engagement plan - Proactively engage 
and drive ongoing communication with senior stakeholders across the HEINEKEN business. 
This is primarily to ensure that there is a collective understanding of the value that a clear 
and executable Information security strategy and set of policies will bring.  

• Security Compliance monitoring, measurement and recommendation to comply with 
standards

• Security Incident management, resolution, reporting and recommendations to avoid future 
incidents

• Links with HEINEKEN’s Global Information Security team

• Ensuring business continuity and avoiding IT operations disruption due to security incidents
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Key Accountabilities

• Lead the HUK Information Security team, ensuring cyber risks are recognised, 
communicated and managed appropriately in line with HEINEKEN policies and 
organisational capabilities

• Deliver HUK IT controls response to internal and external audits, managing IT risk and 
presenting continuous improvement plans

• Proactively lead HUK alignment with D&T through effective management of Information 
Security. Ensure that HUK is aligned to central D&T direction and actively influencing this 
direction with HUK OpCo feedback.

• Motivate, lead and develop a high performing team ensuring clear development, succession 
and talent management plans are in place and aligned with overall business direction. 
Ensure that team members have the skills and competencies required to achieve both 
individual and shared team goals, linked to business objectives.  

• Provision of end-to-end Information Security services across the following four areas:

Security Strategy

• Collaboration with regional Information Security & Risk Manager to understand and develop 
further the Global Information Security strategy, including identification of potential risks and 
recommended mitigating controls.

• Development and implementation of the HUK Information Security strategy, based on the 
HEINEKEN Global strategy and additional local legislative and business requirements.

Security Operations

• Influence and consult with regional Information Security & Risk Manager on the design and 
implementation of effective global security controls, standards and procedures. 

• Manage updates related to local security standards to ensure alignment with corporate 
security strategy and in support of business and local IT strategies and legislative 
requirements. 

• Responsible for local security approvals for access to existing IT solutions and performance 
of risk reviews for new implementations in order to maintain the highest level of security for 
HUK’s information and IT assets. 

• Continuous assessment of HUK compliance to Information Security Standards (ISS) 
by testing controls as detailed in Information Security Procedures (ISP). Reporting of 
compliance on ISS & ISP to HUK and D&T.

• Setting and delivery of a Security Improvement plan for HUK aligned with issues and tasks 
raised through global and local audit and risk reviews.

• Provision of IT Security Advisory service for HUK for any IT security breach. Responsibility 
as the local security incident lead to liaise with HUK IT Managers, Global Security Officer and 
Service Managers to ensure the resolution of critical IT security incidents.

• Provision of knowledge and expertise on IT Operational Security matters for local Service 
Line and Project Managers.
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Security Awareness

• Define, design and deploy ongoing educational awareness programme and assets to 
improve security awareness and maturity across HUK.

• Manage, develop and improve the annual deployment of the corporate Security Awareness 
Programme within HUK.

Innovation

• Active participation in security forums across relevant third parties and peer companies to 
identify opportunities to benchmark and continuously improve Information Security services 
and implementation of standards and best practices to HUK.

• Provision of expertise across multiple technical platforms to relevant HUK stakeholders in all 
phases of technology change implementation and operations.

Measures of Success

• Compliance against corporate controls and standards for IT Security and Audit, with 
effective controls in place, or actions planned to ensure HUK is positioned in the top quartile 
of European OpCos

• Effective business continuity of HUK business due to effective management of Information 
Security threats and breaches

• Effective implementation of change projects in compliance with IT Security standards

• Feedback from IT management team and colleagues, recognising criticality of delivery of IT 
Security services

Budget Responsibilities

• Assigned to D&T Manager, D&T Office

Direct Reports

2 direct reports at Job Grade 14/15 and management of extended contract and/or 3rd-party 
resources to support provision of security consultancy services to relevant change programmes 
/ projects
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Business Context

Reports to

D&T Manager, D&T Office

Structure

Head of
PMO

Vendor & 
Contracts 
Manager

D&T Manager,
D&T Office

Key Contacts/Stakeholders

Internal:

External:

D&T (Digital & Technology) Leadership Team
Solution Architects & IT Business Partners
Functional heads / business leads
D&T Enterprise architects

Third Party Solution Integrators / Providers
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Context

The role holder will be a member of the IT Office management team contributing to overall HUK 
IT strategy and direction.

The role holder has responsibility for all aspects of IT Security in HUK, providing governance, 
controls and management across the overall technology landscape and services

Challenges / Priorities

Enabling secure technology change and operations through effective review, and if required, 
rejection of project designs, implementations or requests for technology access that does not 
comply with relevant standards, controls or procedures can impact on the organisation’s ability to 
deliver effective change and/or business operations. The role holder will need to maintain effective 
engagement across a wide range of stakeholders to ensure that the impact and risks associated 
with ineffective security controls is understood and not seen as a blocker to change, but an enabler 
to effective business operations and risk reduction. 

Key Contacts/Stakeholders

Internal: HUK: IT management team (DTLT), Programme Directors, Project Managers,  
  Service Managers and Business Application Support teams, Legal

  D&T: Global Security Officer, Information Security & Risk Manager, 
  Service Co-ordinators, Global Audit team

  Key direct reports and colleagues across IT Office

External: Third Party Partner Information Security Officers (T-Systems, Orange, IGM, HP,  
  Microsoft)

  Third Party Information Security Vendors & Consultancies 

  Industry and Research Bodies 

  Peer Companies
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Position Profile

Qualifications

Educated to appropriate level in relevant subjects with certification in relevant IT Security discipline 
(e.g. CISA, CISM, CIISP, CEH)

Experience Required

• Proven experience in a similar role/environment

• Experience of technical disciplines in relation to Information and Cyber Security management

• Experience of working with relevant standards such as ISO 27001, COBiT and relevant laws 
and regulations such as privacy laws including GDPR

• Certification or formal training in ITIL 

• Ability to work in a cross functional environment; FMCG experience is an advantage

• Capable of managing multiple conflicting priorities and deadlines in a matrix environment with 
rapid change

• Excellent interpersonal skills, oral and written communication skills, relationship management 
and influencing skills 

• Ability to build and leverage personal and professional networks

• Working within a local and global matrix context

• Strong attention to detail, independent judgment and decision-making

• Experienced in developing self and others through continuous learning, sharing best practice, 
knowledge and expertise
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PLAY TO WIN & CELEBRATE 
SUCCESS

We are driven, passionate and 
determined – we are in it to win it!
We cheer, have fun together and 
celebrate our successes.

THINK CONSUMERS FIRST

We start with understanding 
the needs of our consumers & 
customers, leveraging key insights 
and data. We are one step ahead 
of our competitors.

We are creative and innovative, 
anticipating trends and moving 
with speed to make them real. We 
test, learn and adapt.

CHAMPION A CULTURE OF 
BELONGING

We are a “we” company: we 
all contribute to creating and 
nurturing a culture that is safe, 
caring and inclusive for everyone.
We speak from the heart and 
connect through authenticity and 
vulnerability.

HAVE REAL 
CONVERSATIONS

We seek, listen to and give 
feedback: this is our nr.1 driver 
for helping each other and the 
company grow.

We have courageous and direct 
conversations; constructively 
speaking our mind while inviting 
and listening to different points of 
view.

DELIVER THE GOODS

We take individual accountability 
and ownership for delivery of 
results.

We decide & do, with a ‘no 
nonsense’ pragmatic and 
disciplined approach. We keep it 
simple and move with speed and 
agility.

MAKE COURAGEOUS 
MOVES

We act like entrepreneurs: 
exploring, pioneering and focusing 
on the big bets and what is needed 
for the business.

We are courageous risk takers, 
always curious and looking for 
opportunities to win in the market.

LEARN, SHARE & REAPPLY

We connect across borders and 
break down silos to leverage 
the strength of our internal and 
external network.

We don’t agree with the ‘not 
invented here’ syndrome. We 
embrace opportunities to replicate 
and apply the great work of others.

EMBRACE LEARNING & 
GROWTH

We are intentional learners: we 
learn to grow ourselves, our teams 
and our organisation.

We embrace ambiguity and 
change. We are curious and seek 
challenges that take us out of our 
comfort zone.

Deliver Shape Connect Develop
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Further Information

For further information or a confidential discussion, please contact Ailsa Sutherland on:
 
fwb@fwbparkbrown.com
 

Or alternatively, you can contact our Edinburgh office by phone on  +44 131 539 7087.
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